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UNIVERSITY EXAMINATIONS
EXAMINATION FOR MAY/AUG 2024/2025 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
COURSE CODE: RCS 432                    COURSE UNIT: DATABASE ADMINISTRATION
DATE:  AUGUST 5, 2025	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A:   Answer ALL questions in this section.
QUESTION ONE (30 MARKS)
(a) Define the following  Database Administration terms, and provide an example for each:
(i) Boyce-Codd Normal Form (BCNF)					(2 Marks)
(ii) Open Education Resources (OERs)					(2 Marks)
(iii) NoSQL Database 	  						(2 Marks)
(b) Explain the different responsibilities assigned to  Data Administrators (DA) from those of Database Administrator (DBA) in learning organization such as Riara Iniversity (4 Marks)
(c) Design an Entity-Relationship (ER) diagram for a bookstore database with the entities Book, Customer, and Purchase. Include at least two attributes per entity, identify primary keys, and show relationships with appropriate cardinality (e.g., one-to-many or many-to-many).
     											(5 Marks)
(d) Given the following table schema for Riara University database:
Student (StudentID, Name, Major)
Course (CourseID, Title, Credits)
Enrollment (StudentID, CourseID, Grade)
(i) Write an SQL query to find the names of students who are enrolled in courses with 
     three or more credits. 								(3 Marks)
 (ii) Analyze the Enrollment table in the schema above. Explain how the primary key and  foreign keys ensure data integrity, and identify a potential issue if a foreign key constraint is not enforced									(7 Marks)
(e) Riara University keeps its Students’ Projects records in a table with the following fields:
          StudID, StudName, School, StudProject, SupervisorName, SupervisorPhone
(i) Normalize the above unstructured data up to Fourth Normal Form (4NF).                Show intermediate steps and assumptions clearly			         	(5 Marks)


SECTION B: Answer any Two questions.   Use short answers (30 Marks).

QUESTION TWO    (15 Marks)
(a) (i) Describe the ACID properties of a database transaction process 		(2 Marks) 
(ii) Explain how these properties would ensure data integrity and consistency during transaction processing 							(2 Marks) 
(iii) Provide an example to illustrate each property described in (i) 		(1 Mark)								
(b)      (i) Using the principles of concurrency control, design a scenario where multiple    
       transactions are executed simultaneously in a banking system 	(2 Marks)  
(ii) Identify potential issues such as deadlock and starvation and propose solutions to mitigate these issues 							(2 Marks)  
(iii) Justify your solutions with relevant examples 				(1 Mark)										
(c) Riara University wants to improve OLTP system performance. Recommend two configuration changes in the DBMS and justify them.  						(2 Marks)
(d)  Design a simple performance test scenario to compare the efficiency of two different indexing strategies										(3 Marks)
 
QUESTION THREE    (15 Marks)

(a) Explain two challenges in maintaining consistency across distributed databases (2 Marks)
(b) Define a distributed database and explain one key advantage and one challenge of using a distributed database compared to a centralized database. 				(3 Marks)
(c)  Consider a database system for warehouse in a retail company that stores sales data. 
(i) Write an SQL query to create a summary table named MonthlySales that aggregates total sales (in Ksh.) by StoreID and Month from a Sales table with the schema: Sales (SaleID, StoreID, SaleDate, Amount) 							(3 Marks) 

(ii) Explain how this table could be used in a data warehouse for business intelligence 
(2 Marks) 
(d) A database administrator notices that a critical database is experiencing slow query performance. 
(i) Describe two database monitoring techniques or tools that a database administrator could use to identify the cause of the performance issue 				(3 Marks)  
(ii) Analyze one potential cause of slow performance and suggest a specific solution to address it. 										(2 Marks) 
  QUESTION FOUR    (15 Marks)
(a) Explain the key differences between authentication and authorization in database security. Give one example to illustrate your explanation 				(3 Marks) 
(b) A database stores sensitive for Social Healthcare Assurance (SHA) information.  Recommend two security measures beyond basic access control to protect this data.													(2 Marks)
(c) (i) Explain the purpose of database auditing and describe two types of activities that a  
          database administrator might audit to ensure compliance and security 	(2 Marks)
(ii)  Provide an example for each activity explained in (i) 			(2 Marks) 										
(d) Evaluate the advantages and disadvantages of using a cloud-based database service               (e.g., Amazon RDS or Azure SQL Database) compared to an on-premises database. 
(i)  Recommend one specific scenario where a cloud-based database would be preferable 
          										(4 Marks) 
(iii) Justify your recommendation in (i)  						(2 Marks)									




QUESTION FIVE    (15 Marks)

(a) (i) Explain the importance of database security and control in modern database systems 
(2 Marks) 
(ii) Discuss the roles of access control, encryption, and database audits in ensuring data integrity and confidentiality 							(2 Marks)
(iii)  Provide an example to illustrate your explanation in (i) 			(1 Marks)
(b) You are a DBA tasked with integrating multiple data sources into a centralized data warehouse to support analytics.
(i) Describe two Extraction Transformation Loading (ETL) tasks you would perform 
(2 Marks)
(ii) Analyze three key challenges in integrating big data from heterogeneous sources 		(e.g., IoT devices, relational DBs, social media) 				(3 Marks)

(c) (i) Using the principles of Artificial Intelligence (AI) in Database Administration, design a scenario where AI is used to enhance the security and performance of a database system 												(2 Marks) 
(ii) Explain the details on how AI can be implemented for threat detection, query optimization, and automated backups 							(2 Marks) 
(iii) Justify your design choices in (i) with a relevant example 			(1 Marks) 			





1
                                 Page       of  5	
	
image1.jpeg
Riaraly

University




