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RES 027 : VULNERABILITY ASSESSMENT AND PENETRATION TESTING
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GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists of Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in the answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parentheses i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.
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SECTION A (COMPULSORY)
QUESTION 1 (20 Marks)
1) Explain three (3) different pentesting techniques.				(6 Marks)
2) State and explain the different pentesting teams.				(6 Marks)
3) Describe the common network ports examined in a pentesting exercise?	(8 Marks)
SECTION B (ANSWER ANY TWO QUESTIONS) 
QUESTION 2 (20 Marks)
1) Define Vulnerability Assessment and the Importance of performing a vulnerability scan   									       		(4 Marks)
2) Describe three (3) challenges of vulnerability assessment 		       	(6 Marks)
3) State and explain types of PT methodology   			     	(10 Marks)
QUESTION 3(20 Marks)
1) With aid of a diagram, explain the main penetration testing phases?		(10 marks)
2) Describe how weaknesses/vulnerabilities in a system occur? 		(10 Marks)
QUESTION 4 (20 Marks) 
1) Define Penetration testing? 						       	(2 Marks)
2) Explain various ways of counteracting actions of the hypothetical attacker  (10 Marks)
3) Why is penetration testing important? 				       	(8 Marks)
QUESTION 5 (20 Marks)
1) State and Explain the steps of performing Vulnerability Assessments 	(8 marks)
2) Describe five (5) benefits of penetration testing 			     	(10 Marks)
3) Define metrics 							       	(2 Marks)
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