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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024 DIPLOMA IN COMPUTER SCIENCE/DIPLOMA IN INFORMATION TECHNOLOGY/DIPLOMA IN BUSINESS INFORMATION TECHNOLOGY/DIPLOMA IN CYBER SECURITY
RES 025 : COMMUNICATION SECURITY
DATE: 1st December, 2023	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.






SECTION A (COMPULSORY)
QUESTION 1 (30 Marks)
a. Imagine you are setting up a new operating system for an organization. To ensure its effectiveness, you need to define and prioritize (5) five essential functions of this operating system. Provide a brief description of each function and explain why it is crucial for your operating system's success. 							(10 Marks)
b. You are tasked with developing a mobile security application to protect smartphones and tablets from various threats. 
i) Identify and describe (5) five specific mobile threats that your application should address. 									(5 Marks)
ii) Explain how your application will mitigate these threats to enhance mobile device security.									(5 Marks)
c. [bookmark: _GoBack]State (2) two factors to consider when investing in VOIP			(2 Marks)
d. State and explain (4) four components of VOIP				(8 Marks)
SECTION B (ANSWER ANY TWO QUESTIONS)
QUESTION 2 (20 Marks)
a. As a mobile network engineer tasked with optimizing SMS (Short Message Service) communication for a telecommunications company, analyze and elaborate (5)five protocols that supports SMS.  								(10 Marks)
b. Outline the advantages and disadvantages of GSM technology     		(10 Marks)
QUESTION 3 (20 Marks)
a. You are designing a Voice over Internet Protocol (VoIP) application for a diverse user base. 
i) Identify and elaborate on (4) four distinct types of VoIP services or protocols that your application can support. 						(4 Marks)
ii) Explain the advantages and use cases for each type.     			(6 Marks)
b. Imagine you are a Cybersecurity analyst responsible for investigating suspicious emails in an organization. 
i) Explain, using an analysis framework, why it is essential to thoroughly analyze email headers when assessing the legitimacy and security of an email message. (4 Marks)
ii) Provide specific examples of the types of information found in email headers and how this information can be crucial in identifying phishing attempts or other security threats.    									(4 Marks)
c. Define Data caging 								(2 Marks)

QUESTION 4 (20 Marks)
a. State and explain eight (8) cellular network elements  			(16 Marks)
b. Describe four (4) common mobile threats 					(4 Marks)
QUESTION 5 (20 Marks)
a. Describe all mobile generations stating the features of each generation 	(8 Marks)
b. State and explain the (4) four different communication channels     		(8 Marks)
c. With an aid of a diagram, outline the process of communication    		(4 Marks)
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