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UNIVERSITY EXAMINATIONS
EXAMINATION FOR SEPTEMBER/DECEMBER 2023/2024 FOR BACHELOR OF SCIENCE IN COMPUTER SCIENCE AND BACHELOR OF BUSINESS INFORMATION TECHNOLOGY
[bookmark: _GoBack]RCS 436  : INFORMATION SECURITY
DATE: 5TH DECEMBER 2023	TIME: 2 HOURS
GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during examination time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 

SPECIAL INSTRUCTIONS:	 
This examination paper consists Questions in Section A followed by section B.
Answer Question 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  

1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1 hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.


 QUESTION 1 [30Marks]    
a) Define the following terms as used in information security.
i) Security.                                                      [2Marks]
ii) Disaster recovery planning (DRP).             [2Marks]
b) A successful organization should have multiple layers of security in place to protect different assets and processes of the organization. Explain FOUR of these assets and processes.                                                                                                          [8Marks] 
c) Explain FOUR Processing modes by which firewalls can be categorized.      [8Marks]
d) As a security practitioner, you must understand the scope of an organization’s legal and ethical responsibilities. Describe THREE measures to minimize liabilities/reduce risks, that the information security practitioner must put in place.                            [6Marks]
e) Describe FOUR forms of Biometrics commonly used with access control systems. .          .                                                                                                                            [8Marks]
QUESTION 2 [20Marks]
a) “Good software development results in secure products that meet all design specifications”. Discuss FOUR common Software Design Principles.        [8Marks] 
b) Discuss FOUR outcomes of the Information security governance goals.     [8Marks]
c) Identify any FOUR of the Seven-step approach to implementing/improving programs in the NIST (The National Institute of Standards and Technology) Cybersecurity Framework.                                                                                                     [4Marks]

QUESTION 3 [20Marks]
a) NIST (The National Institute of Standards and Technology) Provides for disposal of system and closeout of any contracts in place. Describe THREE Key security activities in this phase              .                                                                                                                                      [6Marks]
b) Evaluate THREE methods for preventing/ to deter an illegal or unethical activity in Information Security.                                                                                                     [6Marks]
c) Discuss the FOUR fundamental functions of access control systems.                      [8Marks]


QUESTION 4 [20Marks]
a) Information security performs FOUR important functions for an organization. Analyze these functions.                                                                                                 [8Marks]                                                                                                            

b) Explain the THREE Components of risk management.                                   [6Marks]

c) Discuss FOUR Components of the Issue-Specific Security Policy (ISSP) policy.    .            .                                                                                                                        [8Marks]

QUESTION 5 [20Marks]
a) Describe THREE elements of an Enterprise Information Security Policy (EISP).                                    .                                                                                                                        [6Marks]
b) Analyze the responsibilities of Communities of interest in risk management for information security.                                                                                        [8Marks]

c) Explain FOUR Common failures in software development that may cause vulnerabity to the security of a software otherwise referred to as The Deadly Sins in Software Security.                           .                                                                                                                              [8Marks]                
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