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UNIVERSITY EXAMINATIONS
EXAMINATION FOR JANUARY/APRIL 2024/2025
DIPLOMA IN ETHICAL HACKING/DIPLOMA IN CYBER SECURITY
COURSE CODE: RES 026
COURSE UNIT: WEB SECURITY
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GENERAL INSTRUCTIONS:	
Students are NOT permitted to write on the examination question paper during exam time.
This is a closed book examination. Text book/Reference books/notes are not permitted. 
SPECIAL INSTRUCTIONS:	 	
This examination paper consists Questions in Section A followed by section B.
Answer QUESTION 1 and any Other Two questions.
QUESTIONS in ALL Sections should be answered in answer booklet(s).  
1. PLEASE start the answer to EACH question on a NEW PAGE. 
2. Keep your phone(s) switched off at the front of the examination room.
3. Keep ALL bags and caps at the front of the examination room and DO NOT refer to ANY unauthorized material during the course of the examination.
4. ALWAYS show your working.
5. Marks indicated in parenthesis i.e. ( ) will be awarded for clear and logical answers.
6. Write your REGISTRATION No. clearly on the answer booklet(s).
7. For the Questions, write the number of the question on the answer booklet cover page in the order you answered them.  
8. DO NOT use your PHONE as a CALCULATOR.
9. YOU are ONLY ALLOWED to leave the exam room 1hour to the end of the Exam.
10. DO NOT write on the QUESTION PAPER. Use the back of your BOOKLET for any calculations or rough work.



SECTION A: COMPULSORY (30 Marks)
QUESTION 1
A. Web security threats include malware, phishing, and SQL injection. These threats can compromise user data, steal sensitive information, and damage systems. DISCUSS some 3 key considerations in this light.							(6 Marks)
B. Viruses, worms and trojan horses are all malicious programs that can cause damage to your computer, but there are differences among the three, and knowing those differences can help you to better protect your computer from their damaging effects. DISTINGUISH between a Virus, Worm and Trojan.							(6 Marks)
C. A web application (web app) is an application program that is stored on a remote server and delivered over the internet through a browser interface. Web services are web apps by definition and many, although not all, websites contain web apps. In this context DISCUSS the following with examples:
i. Web Security								(2 Marks)
ii. Security Threat							(2 Marks)
iii. Web Server								(2 Marks)	
D. Hackers adapt and evolve. The sophisticated threat landscape demands a dynamic and vigilant approach to security. Web application security, therefore, remains a critical concern, ensuring businesses and their users can operate with confidence in the digital world. HIGHLIGHT any three ways which developers can apply to detect/deter SQL Injection vulnerabilities.									(6 Marks)
E. With the ever-increasing volume of sensitive information being shared online every single moment, the stakes have never been higher. Cyber threats are not static. DISCUSS the significance of frameworks like DevSecOps in Web security. 		(6 Marks)


SECTION B: ANSWER ANY TWO QUESTIONS (20 Marks Each)
QUESTION 2 (20 Marks)
A. The primary distinction between bacteriocins and antibiotics is therefore based on how they are reproduced. A virus becomes a part of other programs and needs a person’s intervention to propagate, while a worm is an independent program that reproduces and spreads on its own. DELIBERATE any 4 types of malware.					(10 Marks)
B. Suppose we have an application based on student records. Any student can view only his or her records by entering a unique and private student ID. IMPLEMENT 5 queries you can employ to compromise such a system.						(10 Marks) 
QUESTION 3 (20 Marks)
A. Attackers take advantage of web application vulnerability and inject an SQL command via the input from users to the application. Attackers may manipulate or delete critical data, compromising its integrity and causing operational disruptions. EXPLAIN on any three common COMMANDS where SQL injection arises.				(6 Marks)
B. The possibility of getting XSSed arises when a website does not properly handle the input provided to it from a user before inserting it into the response. In such a case, a crafted input can be given that when embedded in the response acts as a JS code block and is executed by the browser. With examples, DISCUSS techniques and/or parts of web that an attacker can leverage to execute an XSS attack.						(10 Marks)
C. When malware infects a computer, it encrypts the files and, in some circumstances, locks down the machine’s owner or users. Other systems (computers and servers) connected to the network will be infected with more sophisticated ransomware. DESCRIBE techniques that developers and businesses can apply to stop ransomware.			(4 Marks)
QUESTION 4 (20 Marks)
A. Ransomware is a subcategory of malware that limits a computer system’s access or encrypts files in exchange for payment. This can greatly affect both people and enterprises. EXPOUND on the impact(s) thereof.						(10 Marks)
B. JavaScript cross-site scripting attacks are popular because JavaScript has access to some sensitive data that can be used for identity theft and other malicious purposes. For example, JavaScript has access to cookies, and an attacker could use an XSS attack to steal a user’s cookies and impersonate them online. EXPLAIN how a typical cross site scripting attack flows. 										(10 Marks)
QUESTION 5 (20 Marks)
A. Phishing is a form of online fraud in which hackers attempt to get your private information such as passwords, credit cards, or bank account data. EXPOUND on techniques through which phishing generally occurs.						(10 Marks)
B. SQL injection testing checks if it is possible to inject data into an application/site so that it executes a user-controlled SQL query in the database. DISCOURSE the two basic SQL Injection tests i.e. 1=0 & 1=1 can be executed on a Web App to establish response and vulnerability.									(10 Marks)
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